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1. Overview

Two Network Attached Storage (NAS) units configured for secure, redundant archival backup using

enterprise-grade 4TB hard drives. Designed for reliable long-term data storage with protection and

efficient access.
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2. Hardware Configuration
Component
Number of Units
Drive Bays (per unit)
Drives (per unit)
Total Raw Capacity
RAM
Network Interfaces

Cache (optional)

3. Storage & Data Protection
Feature
RAID Configuration
Usable Storage (per unit)
File System
Data Redundancy

Backup Between Units

4. Power & Cooling

Specification

2

4 x 3.5"/2.5" SATA HDD/SSD
4 x 4TB Enterprise HDD

16 TB (4 x 4 TB per unit)

2 GB DDR4 (non-upgradeable)
2 x 1GbE RJ45 ports

2 x M.2 NVMe slots (no drives included)

Description

RAID 5 (or equivalent)

~12 TB usable (with 4 x 4 TB RAID 5)
Btrfs (recommended)

Across drives in each NAS unit

Scheduled rsync (or equivalent replication
tool)

- Power Consumption: ~28.3 W (active) per unit

- Noise Level: ~19.8 dB(A)

- Cooling: 2 x 92 mm fans, temperature controlled

5. Software & Features

Snapshot & Versioning: Up to 1024 snapshots per volume

Encryption: AES-NI hardware encryption supported

Remote Access & Sync: Secure web and mobile access methods

Backup Solutions: Multi-destination backup support (cloud, local, offsite)

Security: Antivirus, firewall, 2FA options

User Access Control: Flexible user/group permissions

6. Suitable For

Reliable digital archival storage with redundancy

Enterprise HDDs ensure 24/7 operation and high workload endurance

Data protection via RAID and snapshot versioning
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Regular scheduled backups between NAS units for disaster recovery

Suitable for business long-term digital archival needs

7. Example RAID Setup

NAS Unit RAID Type Raw Capacity Usable Capacity Fault Tolerance
Unit 1 RAID 5 16 TB ~12TB 1 drive failure
Unit 2 RAID 5 16 TB ~12TB 1 drive failure

Note: Schedule backups from Unit 1 to Unit 2 for additional protection.

8. Enterprise HDD Requirements (4TB Class)

Number of Units: 8

Capacity: 4 TB

Form Factor: 3.5" SATA

Spindle Speed: 7200 RPM

Cache: 128-256 MB

Endurance: 2 1.2M hours MTBF
Workload Rating: = 180 TB/year

Designed for 24 /7 NAS or enterprise operation
9. Recommended UPS Requirements (2 UPS)

For reliable operation and protection against power outages, each NAS unit should be connected to

a dedicated Uninterruptible Power Supply (UPS).

Number of Units: 2

Capacity: Minimum 600 VA / 360 W per NAS unit

Type: Line-Interactive UPS (recommended)

Backup Runtime: At least 10-15 minutes on load

Output: Pure sine wave output preferred for sensitive electronics
Features: USB/Network management port for automatic safe shutdown
Surge Protection: Integrated surge and spike protection

Scalability: Option for external battery packs (for extended runtime)
10. Training & Setup

Setup Requirements
e Initial NAS installation and RAID configuration (per unit)
e Network configuration (IP assignment, VLAN if applicable, link aggregation)
e File system setup (Btrfs with snapshot/versioning enabled)
e User and group access configuration with permissions

e Backup schedule configuration (Unit 1 — Unit 2 replication)
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e Security hardening (firewall, 2FA, encryption setup)
e UPS integration and safe shutdown testing
Training Requirements
e Basic User Training:
o Accessing shared folders
o Uploading/downloading files
o Restoring previous file versions from snapshots
e Administrator Training:
o Monitoring storage health and drive status
o Managing RAID and handling drive failures
o Setting up new users and permissions
o Reviewing backup jobs and logs
o Applying firmware/software updates
o Datarestoration procedures in case of failure
Documentation to Provide
e Step-by-step setup/configuration guide (tailored to deployment)
e Disaster recovery and backup restoration procedure
e Quick reference sheet for end-users

e Warranty document for at least 1 year for NAS, HDDs and UPS
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